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* Available services depend on Clarence stack version and may require deployment of related solutions or BOYL model.
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air-gapped
Fully air-gapped local stack delivered As “operations rack” : You operate your dedicated 
sovereign environment while We ensure its functionality

ISV + 3P Software

Security & Compliance

AI Everywhere

Cloud-Native Runtime (GKEE) Container / VM
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Management & Operations

Your on-premise cloud
Build once,
Run anywhere
With Google Distributed Cloud 
air-gapped



Management & Operations

Built for AI Anywhere

Delivering Google’s differentiated 
AI capabilities in a sovereign model

Data and Analytics

Open-source compatible database for 
relational database workloads (built-in 

LangChain and Vector AI extensions)

Data lake modernization, ETL and 
secure data science, at scale - in a 

sovereign mode

Air-Gapped Operations

Complete local operations 
delivered by Clarence

Security Architecture

Built-in security controls 
and verification with a zero 
trust architecture in tandem with 
defense in depth design.

Data Protection: In-transit, 
At-rest and in-use (CMEK, LUKS)

Comprehensive application 
protection against threats

* Available services depend on Clarence stack version and may require customer’s deployment of related solutions.
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Customer

ISO 27001 
Certification



* Available services depend on Clarence Stack version and may require customer’s deployment of related solutions.





Strong Security by Design

Facility Security

Hardware Security

Host/Node Security
Data At-Rest

Application Security
Data In-Use

Network Security
Data In-Transit

Cryptography
PKI / KMS / Encryption

IAM

Security Operations Reliability Operations

Compliance

Security as a Service
IPS / KMS / more…



Native Zero Trust Architecture
Innovations Meets Sovereignty. Secure Cloud for Sensitive Workloads. Thanks to Google Technology, Clarence aligns to the 
core components of Zero Trust and National Security Memorandum 8 (NSM-8)

IAM RBAC & ABAC

Federated IdP 2 person 
integrity

Identity and users
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Inventory EDR/EPP

Resource 
Manager

Vulnerability 
Management

Devices
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SBOM GDC Console

Integrity 
checks

ConMon

Applications & 
Workloads

3

Cloud KMS HSM

Object 
Storage

Block 
Storage

Data
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Anthos Service 
Mesh

Firewalls

IDS/IPS SDN

Network 
and environment
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Kubernetes CSPM Incident 
Management

Vertex AI

Automation 
and orchestration
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Grafana Loki SIEM Security 

Scanning

Visibility 
and monitoring
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GDC air-gapped Supportable Regulatory Standards

FedRAMP High
FedRAMP+ IL6 ISO 27001 AICPA SOC

Cyber 
Essentials

SOC II

ISO 27017BSI C5:2020

SecNumCloud

NIST Risk
Management 

Framework
NIST 800-53 VS-NfD

ANSSI- ii901

Digital 
Operational 

Resilience Act

Network & 
Information Systems

Directive 2 
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